
Introduction

Most organizations have been faced

with the need to allow employees,

contractors or business partners to use

telecommuting technologies to perform

tasks from external locations. In order to do

this, they use remote access solutions for

non-public resources.

When the employee is allowed to

access the company's resources through

personal devices (laptop, tablet, mobile

phone), an additional security analysis is

required, even if there is an agreement

between the organization and third parties

to force these devices to be sure. Such

problems are limited to the application of

security policies on the equipment and

these are generally not applied

immediately, which leads to the possibility

of introducing a virus into the company's

private network.

The organization must assume that

external facilities, the Internet, and devices

contain threats that will attempt to access

the organization's resources and

information.

Components of risk analysis 

The right approach to identifying the

right solutions must be based on a

systematic analysis that identifies and

addresses the risks.To identify risks,

security engineers must identify: protected

assets, existing vulnerabilities and possible

threats.

Conclusions
The aim of the project is to make an analysis based on basic security concepts but also by analyzing the new concepts that appeared in the module, which is based on the

principle of not trusting any device and any person, regardless of location. from which data is accessed. Most security solutions already developed raise the issue of remote access

only to resources, without ensuring a verification of devices in private networks.

The access solution on the proposed remote resources, achieved through a certificate-based authentication, offers both security and ease of account management.

Representing a first step in the development of architectures based on the Zero Trust model.

There is a lot of information on this subject, so I think a summary of the key points of such access is absolutely necessary.

Zero Trust Model

The Zero-Trust model starts from the premise that the entire

network is insecure, and protection must be provided from the

access area. According to this approach, we cannot trust the

devices of users who want to connect to the network, so we

need to create mechanisms that build trust.

Zero trust architecture is an enterprise’s cybersecurity plan

that utilizes zero trust concepts and encompasses component

relationships, workflow planning, and access policies.

Therefore, a zero trust enterprise is the network infrastructure

(physical and virtual) and operational policies that are in place

for an enterprise as a product of a zero trust architecture plan.
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Importance and 

configuration  

Principle and importance of
secure access to resources

Consistent security controls and high

reliability are common expectations for any

system administrator. Most standard

solutions require a compromise in at least

one of these areas.

Most system administrators use industry

standard Secure Shell to access systems. We

take advantage of features to use SSH in a

way that is reliable, secure, and manageable.

SSH, more precisely OpenSSH, has a great

way to provide both the security and the

reliability we need.

In addition to the risks of central

management failure, opting for public path

authentication instead of user passwords

means managing public passwords on all

servers. If the administrative header was not

long enough, it is not uncommon to

compromise your own person who

publishes unknowns in authorized_keys

files. In addition, authorized_keys require

the definition of trust by individual key

pairs, which are not scalable.
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From the configuration point of view, there are 

some key steps that are followed: 

• Creating a certification authentication by 

defining a private key and a public key 

• Distribution of the public key to all servers 

involved 

• Configure servers to trust the created authority 

• Customer certificates are generated 

• Subsequently, authentication is performed on 

any of the servers that allow this type of 

authentication. 

The steps to follow are not very complicated, 

but of course they will be automated through 

scripts and the solution will be integrated with 

other company solutions. 

Public key infrastructures

Regardless of the methods chosen to secure the transmitted or

stored data, data encryption is always a must.

Symmetric key cryptography 

It involves using the same key for encryption and decryption. 

• The advantage of symmetric key cryptography is the speed of 

encryption. 

• The big disadvantage of symmetric key cryptography is the way the 

key is distributed.

Asymmetric algorithms 

The principle of using public key cryptography or asymmetric 

cryptography is that each entity generates two keys: a private key and 

an associated public key. 

• The private key, as the name suggests, must be in the possession of 

the entity that generates and protects it (any incident related to the 

loss of the private key leads to a change of pair), 

• The public key, as the name suggests, is public (can be distributed 

on unsafe channels). 

The relationship between the two keys is as follows: everything that 

is encrypted with the public key can be decrypted using the private 

key and vice versa. 

The disadvantage of public key encryption is that it is slow and

cannot be used to encrypt large volumes of data.

The advantage of public key encryption is related to how the key can 

be distributed.


